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TERMS OF REFERENCE (TOR)

Consultancy for ICT Systems Audit
1. INTRODUCTION

Akina Mama wa Afrika (AMwA) is a feminist Pan-African leadership development
organization dedicated to strengthening African women’s leadership to influence
policy and social change. AMWA relies on Information and Communication
Technology (ICT) systems and infrastructure to support Programme implementation,
communication, financial management, People and culture, Monitoring, evaluation
and Larning, knowledge management, and organizational operations.

As AMWA continues to strengthen its digital systems and information management
practices, there is a need to undertake a comprehensive ICT Systems Audit to assess the
effectiveness, security, reliability, performance, and adequacy of its current ICT
environment. This will provide an independent assessment of AMwA's ICT systems,
Infrastructure, Processes, Controls, and Security practices and identify areas requiring
improvement. Which will inform ICT planning, budgeting, risk management, cybersecurity,
systems development, and future digital transformation innovations.

2.0BJECTIVE

The consultancy should provide AMwA with a clear understanding of the current state of
its ICT environment, existing ICT risks, vulnerabilities, Gaps; effectiveness of existing ICT
controls and processes; adequacy of cybersecurity and data protection measures;
performance and reliability of ICT infrastructure and systems; effectiveness of ICT
governance and management practices; and priority areas for investment and
improvement.

3.SCOPE

The Systems Audit will cover, but will not necessarily be limited to, the following areas:

3.1 ICT Governance

e ICT governance structure, roles and responsibilities.
e Policies and procedures.

e Strategic planning and budgeting.

e Risk management.

e Procurement and vendor management.

e Performance monitoring and reporting.

3.2 ICT Infrastructure
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e Network infrastructure, Internet connectivity and firewalls.
e Storage systems, power protection and remote-working infrastructure.

3.3 Systems and Applications

e Management Information Systems (MIS).
e Programme management systems.

e Monitoring and Evaluation systems.

e Finance and Human Resource systems.

e Document management systems.

e Email and collaboration platforms.

e \Website and web applications.

e Other third-party/cloud applications.

3.4 Cybersecurity ‘Endpoint and email security.

e Phishing protection and MFA.

e Security awareness.

e Network security and firewall controls.

e Security monitoring and incident response.
e Vulnerability and patch management.

e Mobile devices and remote-access security.
e Third-party access.

3.5 Identity and Access Management

e User account management.

e Joiner/mover/leaver processes.

e Administrator and privileged accounts.
e MFA and password management.

e Shared and external accounts.

e Access reviews and role-based access.

3.6 Data Protection and Privacy

e Personal data management and classification.

e Data access, storage, transmission and sharing.

e Data retention and disposal. -Backup and recovery.
e Third-party data processing.

3.7 Backup, Disaster Recovery and Business Continuity

e Backup policies, frequency and locations.
e Backup testing and recovery procedures.
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e Disaster recovery and business continuity plans.
e Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO).

3.8 ICT Asset Management

e Asset register, tagging, allocation and ownership.
e Software licensing and maintenance.

e Warranty and lifecycle management.

e Asset disposal and data wiping.

3.9 ICT Support and Service Management -

e User support, incident management and service requests.

e Response and resolution times.

e Escalation procedures.

e Preventive maintenance, documentation and user satisfaction.

4.DELIVERABLES

Inception Report-methodology, scope, workplan, tools and audit approach.

e |CT Asset Assessment.

e Cybersecurity Assessment.

e |CT Governance Assessment.

e Systems Assessment.

e |CT Risk Register.

e Draft ICT Audit Report.

e Management Presentation.

e Final ICT Audit Report.

e Prioritized ICT Improvement Roadmap.

e Indicative ICT Budget Recommendations.

5.TIMELINE

The consultancy is expected to take approximately 20-25 working days, commencing from
the date of signing the contract. The consultant should provide a detailed implementation
schedule as part of the proposal. The final timeline will be agreed between AMwA and the
successful consultant.

6.. Experience
The consultant should. Have the following qualifications.

e Advanced. Professional qualifications in Information Technology, Computer Science,
Cybersecurity, Information Systems ICT Governance or a related field.
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e Least 5 years of relevant experience in ICT auditing, cybersecurity, ICT governance or systems
assessment.

e Demonstrated experience conducting ICT audits for NGOs, civil society organizations or
similar institutions.

e Experience in cybersecurity and information security assessments.

e Strong knowledge of ICT governance and risk management.

e Knowledge of data protection and privacy requirements.

e Cyber Certification (CISA, CISSP, CISM, ISO/IEC 27001 ISO/IEC 27005 COBIT, ITIL) or other
recognized ICT audit or cybersecurity certifications.

The proposal should provide proof of at least three similar assignments done in the past five
years.

7.Confidentiality and Data Protection

The consultant will have access to organizational information and potentially sensitive
Programme, Financial, HR/Staff, Partners, and beneficiary information.

The consultant shall:

e Maintain strict confidentiality and Use information solely for purposes of the
consultancy.

e No disclosing information to third parties without written authorization.

e Implement appropriate information security controls.

e Secure all information obtained during the assignment.

e Return or securely destroy information at the end of the assignment, as agreed with
AMWA.

e Comply with applicable data protection and privacy requirements.

8.Ethical and Security Requirements

The consultant shall not access information outside the agreed scope.

e Conduct destructive testing, attempt to bypass security controls without written
authorization

e Copy sensitive organizational data unnecessarily, introduce malware or unauthorized
software, or disclose identified vulnerabilities to unauthorized people.

e Any penetration testing, vulnerability scanning, social engineering testing, or other
intrusive security testing must receive prior written approval from AMwA.

9. APPLICATION PROCESS

Those interested in the consultancy or firms should submit:
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e Atechnical proposal outlines their approach, methodology and work plan maximum 15
pages.

e A financial proposal that details the budget breakdown.
e A portfolio of similar work including references.

e CVs of team members involved in the project, maximum five pages.

10. EVALUATION CRITERIA
e Proposals will be assessed based on:
e The relevance and feasibility of the proposed method.
e Demonstrated experience and knowledge in ICT Systems Audit.
e Cost-Value for money.

e The proposed timeline and work plan.

11. SUBMISSION DETAILS

e Proposals should be sent by email to consultancy@akinamamawaafrika.org by (2"
October 2026).

e For questions, please contact admin@akinamamawaafrika.org
12.Expected Outcome

At the conclusion of the consultancy, AMwA should have a clear, independent and
evidence-based understanding of its ICT environment, including its strengths, weaknesses,
risks and priority areas for improvement

The assignment should enable AMwA to develop a practical ICT improvement programme
covering:

e Governance

e Infrastructure

e Systems

e Cybersecurity

e Data Protection

e Business Continuity
e User Support

e |CT Investment

Recommendations should be practical, prioritized, cost-conscious and aligned with
AMwA's organizational strategy and operational needs.
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13.CONCLUSION

This initiative is crucial for strengthening AMwA’s ICT capacity efforts. We look forward to
receiving innovative proposals that will help us achieve our ICT Systems Audit objectives.
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